XEHS:1009-1831(2020)03-0083-05 hE S ZEE  TM73;F274;F426.61 SCERPRARAD : A

DOI:10.3969/j.1issn. 1009-1831.2020.02.015

B A& PEERARPHLEIFR
Mg R AL IRAESR EXZ L
(1. BRI RA B HAFRAE BRSSP, &% 21000052, A& X%, & 210000)
Research on data privacy protection mechanism for electric power customers

Z0U Yunfeng', XU Chao', NI Weiwei’, TANG Liuyuan', SHEN Tao’

(1. Marketing Service Center, State Grid Jiangsu Electric Power Co., Ltd., Nanjing 210000, China;
2. Southeast University, Nanjing 210000, China )

T« B FIR AR AU B , Bl i) i (i ok

Abstract: With the advent of the Internet and the era of big
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data, the value of data is becoming more and more significant, play-
ing a more and more important role in various fields. It also gives
birth to a new research field, that is data privacy security. Power
grid companies collect and store a large amount of power customer
data. Solving the problem that how to protect the privacy and secu-
rity of customer data in the process of using has become particular-
ly urgent. By analyzing the characteristics and application scenari-
os of power customer data, a construction scheme of data privacy
protection system for power customer is proposed, which includes
business scenario classification, privacy classification, protection
strategy and protection method library. An active privacy protec-
tion mechanism for power customer data is also built, and the ac-
tive recommendation of data privacy protection strategies and tech-
nology methods for power customers are realized. The practical
case shows that the data privacy protection system for power cus-
tomers established has good practicability.

Key words: electric power customer data; privacy security ;
privacy classification; protection strategy ; active privacy protection
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Table 1 Representational data privacy models
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Table 2 Representational data hiding methods
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Fig. 1 Data privacy protection functional architecture

of electric power customers
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Fig. 2 Data privacy classification of electric

power customers
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Table 3 Privacy protection strategy
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Fig.3 Indication of power customers data privacy
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Fig.4 Indication of privacy protection

recommendation process
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Fig. 5 Indication of privacy protection processing effect
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Fig. 6 Cluster utility maintenance effect

5 4EiE

ARSI PR AL R BRI R A 0T
G B, i B PR AN M SR B
PRAPARMS AT 5, SCB L 8 P AR AR SR
FEATIEI B, BRI A RITER B R
PR IR REAARY 22 A B, SR L 2 4
I REAE R ST M A Rl Ti5a 4 1. B

SE WK

(1] 220 R BARE . BRI B iz a8 ) ). 1153
HLREHIBFE ,2008,25(12) : 3 550-3 555.
LI Xueming, LIU Zhijun, QIN Dongxia. Privacy preserv-
ing data mining[J]. Application on Research of Comput-
ers, 2008, 25(12) :3 550-3 555.

(2] M, i, EAfedfe . 1A 1) B 24 ) 44 AL B RL B
KATRGBETLT ] BFEORMI L 2016,42(11) :62-65.
WU Xiang, YU Xiao, WANG Huanhuan. Design of anony-
mous privacy data publishing system for data mining [J].
Application of Electronic Technology, 2016, 42(11):62-65.

(3] ZEREA . ST RBE A A s AAR I RISAZ I 14
WHELY ] B REH B HLE NIHT, 2018,8(6) : 57-60.
ZUO Guocai. Research on distributed privacy protection
clustering mining algorithm based on big data[J]. Intelli-
gent Computer and Applications, 2018, 8(6) : 57-60.

(4] B, BRIK, 545725, 45 . T ) SR AR Rk A F
FELI ] RIS KR, 2012,49(5) 1 1 095-1 104.
NI Weiwei, CHEN Geng, CHONG Zhihong, et al. Privacy-
preserving data publication for clustering [J]. Journal of
Computer Research and Develepment, 2012, 49(5) : 1 095-
1 104.

(5] L, RAHT, & TG B A b k- A B AA R
ARWBFFELT ] A, 2017,38(11) : 12-17.
YUE Si, WU Weiming, GU Yonghao. Research on k-anon-
ymous privacy protection technology in the data release
[J]. Computer Engineering & Software, 2017, 38 (11) :
12-17.

[6] AT . SN IZ S B AA PRI FE BT S A (D ]
i IR R, 2009.
REN Jinghan. Privacy preserving algorithm research and
improvement of outsourcing data mining [D]. Shanghai:
Shanghai Jiao Tong University, 2009.

(7] ZEie . BATRSAAMA I RSN B 0 2607 EWEFE (D ). e
IR M RIE TR, 2018,
LI Ye. Research on outsourcing privacy - preserving data
classification method[ D ]. Harbin: Harbin Institute of Tech-

nology, 2018.

(8] T, xafl, HPET . KEEIRE P B A A 22 0
AMRPRLL) ] LN HIBFSE . 2019(6) : 1-8.
WANG Di, YUAN Jian, SHEN Zeyu. Interactive queries
differential privacy protection model in big data environ-
ment[]J]. Application Research of Computers, 2019(6):1-8.

(9] BRIET, Sk, BRI AL . BT 22 03 BaoRh i KicHis B 44 FL B

AARY T IE LT ] A RMLEAR 5 K R, 2018, 28(7) : 99—
102,107.
CHEN Xiaoyu, HAN Bin, HUANG Shucheng. An anony-
mized data privacy protection method based on differen-
tial privacy[J]. Computer Technology and Developement,
2018, 28(7):99-102, 107.

[10] SWEENEY L. K-anonymity:a model for protecting priva-
cy [J]. Int’1 Journal on Uncertainty, Fuzziness and
Knowledge-based Systems, 2002, 10(5) : 557-570.

[11] MACHANAVAJJHALA, GEHRKE A, KIFER J, et al. -
diversity: privacy beyond k-anonymity[ C]. ICDE, 2006:24.

[12] LIN,LIT, VENKATASUBRAMANIAN S. T-closeness :
privacy beyond k-anonymity and 1-diversity [ C]. ICDE,
2007:106-115.

[13] YUE W, XIN T. Preserving differential privacy in degree-
correlation based graph generation [J]. Transactions on
Data Privacy, 2013, 6(2) : 127.

[14] ZHENG H, XIAO F, HAI B, et al. You can walk alone:
trajectory privacy - preserving through significant stays
protection[]]. DASFAA(1),2012:351-366.

[15] MING X, LEI C, HONG M. Graph publication when the
protection algorithm is available [J]. Data & Knowledge
Engineering, 2013, 88:267-285.

[16] CHENG J, FU AW C, LIU J. K-isomorphism : privacy-re-
serving network publication against structural attacks
[J]. In:SIGMOD, 2010.

[17] HAY M, MIKLAU G, JENSEN D, et al. Resisting struc-
tural re-identification in anonymized social networks [Jl.
The VLDB Journal, 2010, 19(6) : 797-823.

(18] ML, 537, XIHE, 45 . [ 19 a1 o, oy Bl o 7 e

A Z AT ] B fE R SE R, 2018, 16
(1):90-95.
YANG Fan, ZHANG Qin, LIU Jie, et al. Research on the
construction of SEPC data assets security management
system [J]. Electric Power Information and Communica-
tion Technology, 2018, 16(1):90-95.

[19] BENJAMIN C, FUNG M, KE W, et al. Privacy-preserv-
ing data publishing for cluster analysis [J]. Data &
Knowledge Engineering, 2009, 68(6) : 552-575.

[20] ESTER M, KRIEGEL H, SANDER J, et al. Proccedings
of the second international conference on knowledge dis-
covery and data mining (kdd -96). 1996 [C]. Menlo,
Park CA; AAAI Press, 1996.

EE BN

AR (1977) , T VTGRS B, m g T ARV, 3228
AIFSE 7 ) A e B A B

B (1989), 3 INZR g A, Wt TARE0W, £ EA5T
) A F ) KRB AT R (R B e 4

fEaEH(1979), 5 VTIRIEL N T+ 8082, £ 5
AEAZ R AR D 2R

FEXIIE (1990) , 53 VTG = e, AR, BB T /200, &
BT 10 A B KBRS R B A

W (1994) , T W IT I A1, FEEEAR ST 5 18] A 4R
PERa RN Ay

(EEmEE
Vol.22,No.2 Mar.,2020 POWER DSM | 87

i RBUT)




